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THE SPIRIT OF PROFESSIONAL GUIDELINES 
 

 

Medicine, dentistry and the medical sciences are professions based on a 

relationship of trust with patients. The term “profession” means “a 

dedication, promise or commitment publicly made”.1 To be a good doctor, 

dentist or medical scientist requires a life-long commitment to good 

professional and ethical practices and an overriding dedication to the 

good of one’s fellow humans and society. In essence, the practice of 

medicine, dentistry and the medical sciences is a moral enterprise. In 

this spirit the Medical and Dental Professions Board presents the 

                                     following ethical guidelines. 

 

                                                 
1 Pellegrino, ED. Medical professionalism: Can it, should it survive? J Am Board Fam Pract 2000; 13(2):147-149 (quotation on p. 148). 
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CONFIDENTIALITY:  PROVIDING AND PROTECTING INFORMATION 

 

INTRODUCTION 
 
Being registered under the Health Professions Act, 1974 (Act No. 56 of 1974), gives you rights and 
privileges. In return, you have the duty to meet the standards of competence, care and conduct set 
by the Health Professions Council of South Africa and its Professional Boards. 
 
Doctors, dentists and medical scientists hold information about patients which is private and 
sensitive. This information must not be given to others, unless the patient consents or you can 
justify the disclosure. Guidelines on when disclosures may be justified are provided in this Booklet. 
 
When you are satisfied that information should be released, you should act promptly to disclose all 
relevant information. This is often essential to the best interests of the patient, or to safeguard the 
well-being of others. 
 
The guidelines on confidentiality are the result of extensive discussion and debate with 
professional and patient groups. They place new responsibilities on doctors, dentists and medical 
scientists to keep patients informed about and get agreement to the disclosure of information. They 
set out a framework for respecting patients' rights, while ensuring that information needed to 
maintain and improve health care is passed to those who need it. 
 
The additional duties to obtain consent and to anonymise data tie in with developments in law.  
Guidelines given herein should form the basis for establishing privacy-friendly relationships 
between patients and practitioners and should be assisting doctors, dentists and medical scientists 
in complying with their obligations. 
 
The guidelines will have far-reaching effects on some areas of practice, for example in research, 
public health and drug safety monitoring. In the interest of confidentiality, the British Medicines 
Control Agency's Yellow Card scheme, which has provided invaluable information on the safety of 
medicines in clinical use since 1964, for instance asked doctors for identifiable data. However, that 
Agency has since declared that: 
 

“We recognise the need to adopt a privacy enhancing approach while maintaining the 
effectiveness of the scheme in the interests of public health. We are, therefore, 
introducing an updated Yellow Card which no longer requests patient personal identifiers, 
so that doctors can continue to report suspected adverse drug reactions with confidence”. 

 
 
GLOSSARY 
 
This section defines the terms used in this document. These definitions have no wider or legal 
significance. 
 
“Anonymised data” means data from which the patient cannot be identified by the recipient of the 
information. The name, address, and full postal code must be removed, together with any other 
information which, in conjunction with other data held by or disclosed to the recipient, could identify 
the patient. Patient reference numbers or other unique numbers may be included only if recipients 
of the data do not have access to the 'key' to trace the identity of the patient using that number. 
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“Consent” means an agreement to an action based on knowledge of what the action involves and 
its likely consequences. 
 
“Express consent” means consent which is expressed orally or in writing (except where patients 
cannot write or speak, when other forms of communication may be sufficient). 
 
“Health care team” means the health care team who comprise the people providing clinical 
services for each patient and the administrative staff who directly support those services. 
 
“Patients” means competent patients and parents of, or those with parental responsibility for, 
children who lack maturity to make decisions for themselves. (Adult patients who lack the capacity 
to consent have the right to have their confidentiality respected. Guidance on disclosure of 
information about such patients is included in paragraph 5.4 hereof.) 
 
“Personal information” means information about people which doctors learn in a professional 
capacity and from which individuals can be identified. 
 
“Public interest” means the interests of the community as a whole, or a group within the 
community or individuals. 
 
 
1. PATIENTS’ RIGHT TO CONFIDENTIALITY 
 
1.1 RETAIN CONFIDENTIALITY 
 
1.1.1 Patients have a right to expect that information about them will be held in confidence by 

doctors, dentists or medical scientists. Confidentiality is central to trust between 
practitioners and patients. Without assurances about confidentiality, patients may be 
reluctant to give practitioners the information they need in order to provide good care. If 
you are asked to provide information about patients, you should - 

 
a.  seek patients' consent to disclosure of information wherever possible, whether or 

not you judge that patients can be identified from the disclosure; 
 

b.  anonymise data where unidentifiable data will serve the purpose; 
 
c.  keep disclosures to the minimum necessary. 
 

1.1.2 You must always be prepared to justify your decisions in accordance with these 
guidelines. 

 
1.2 PROTECTING INFORMATION 
 
1.2.1 When you are responsible for personal information about patients you must make sure 

that it is effectively protected against improper disclosure at all times. 
 
1.2.2 Many improper disclosures are unintentional. You should not discuss patients where you 

can be overheard or leave patients' records, either on paper or on screen, where they can 
be seen by other patients, unauthorised health care staff or the public. Whenever possible 
you should take steps to ensure that your consultations with patients are private. 
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2. SHARING INFORMATION WITH PATIENTS 
 
2.1 Patients have a right to information about the health care services available to them, 

presented in a way that is easy to follow and use. 
 
2.2 Patients also have a right to information about any condition or disease from which they 

are suffering. This should be presented in a manner easy to follow and use, and should 
include information about a diagnosis, the prognosis, treatment options, outcomes of 
treatment, common and/or serious side-effects of treatment, likely time-scale of 
treatments and costs, where relevant. You should always give patients basic information 
about treatment you propose to provide, but you should respect the wishes of any patient 
who asks you not to give them detailed information. This places a considerable onus upon 
health professionals. Yet, without such information, patients cannot make proper choices, 
as partners in the health care process.  

 
2.3 It is good practice to give patients information about how anonymised information about 

them may be used to protect public health, to undertake research and audits, to teach or 
train health care staff and students and to plan and organise health care services. 

 
 
3. DISCLOSURE OF INFORMATION:  SHARING INFORMATION WITH OTHERS 

PROVIDING CARE 
 
3.1 Where patients have consented to treatment, express consent is not usually needed 

before relevant personal information is shared to enable the treatment to be provided. For 
example, express consent would not be needed before general practitioners disclose 
relevant personal information so that a medical secretary can type a referral letter. 
Similarly, where a patient has agreed to be referred for an X-ray, referring practitioners 
may make relevant information available to diagnostic radiologists when requesting an X-
ray. Practitioners cannot treat patients safely, nor provide the continuity of care, without 
having relevant information about the patient's condition and medical history. 

 
3.2 You should make sure that patients are aware that personal information about them will 

be shared within the health care team, unless they object, and of the reasons for this. It is 
particularly important to check that patients understand what will be disclosed if it is 
necessary to share personal information with anyone employed by another organisation or 
agency providing health or social care. You must respect the wishes of any patient who 
objects to particular information being shared with others providing care, except where 
this would put others at risk of death or serious harm. 

 
3.3 You must make sure that anyone to whom you disclose personal information understands 

that it is given to them in confidence, which they must respect. Anyone receiving personal 
information in order to provide care is bound by a legal duty of confidence, whether or not 
they have contractual or professional obligations to protect confidentiality. 

 
3.4 Circumstances may arise where a patient cannot be informed about the sharing of 

information, for example because of a medical emergency. In these cases you should 
pass relevant information promptly to those providing the patients' care. 
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4. DISCLOSURE OF INFORMATION OTHER THAN FOR TREATMENT OF THE 

INDIVIDUAL PATIENT 
 
4.1 PRINCIPLES 
 
4.1.1 Information about patients is requested for a wide variety of purposes including education, 

research, monitoring and epidemiology, public health surveillance, clinical audit, 
administration and planning. You have a duty to protect patients' privacy and respect their 
autonomy. When asked to provide information you should follow the guidance herein, i.e.: 

 
a.  seek patients' consent to disclosure of any information wherever possible, 

whether or not you judge that patients can be identified from the disclosure; 
 
b.  anonymise data where unidentifiable data will serve the purpose; 
 
c.  keep disclosures to the minimum necessary. 

 
4.1.2 The paragraphs which follow deal with obtaining consent and what to do where consent is 

unobtainable, or where it is impracticable to seek consent. 
 
4.2 OBTAINING CONSENT 
 

Seeking patients' consent to disclosure is part of good communication between doctors 
and patients and is an essential part of respect for patients' autonomy and privacy. 

 
4.2.1 Consent where disclosures will have personal consequences for patients 
 

You must obtain express consent where patients may be personally affected by the 
disclosure, for example when disclosing personal information to a patient's employer. 
When seeking express consent, you must make sure that patients are given enough 
information on which to base their decision, the reasons for the disclosure and the likely 
consequences of the disclosure. You should also explain how much information will be 
disclosed and to whom it will be given. If the patient withholds consent, or consent cannot 
be obtained, disclosures may be made only where they can be justified in the public 
interest, usually where disclosure is essential to protect the patient, or someone else, from 
risk of death or serious harm. 
 

4.2.2 Consent where the disclosure is unlikely to have personal consequences for 
patients 

 
a. Disclosure of information about patients for purposes such as epidemiology, 

public health safety, or the administration of health services, or for use in 
education or training, clinical or medical audits, or research is unlikely to have 
personal consequences for the patient. In these circumstances you should still 
obtain patients' express consent to the use of identifiable data or arrange for 
members of the health care team to anonymise records.  

 
b. However, where information is needed for the purposes of the kind set out in 

paragraph a., and you are satisfied that it is not practicable either to obtain 
express consent to disclosure, nor for a member of the health care team to 
anonymise records, data may be disclosed without express consent. Usually 
such disclosures will be made to allow a person outside the health care team to 
anonymise the records. Only where it is essential for the purpose, may 
identifiable records be disclosed. Such disclosures must be kept to the minimum 
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necessary for the purpose. In all such cases you must be satisfied that patients 
have been told, or have had access to written material informing them - 

 
i. that their records may be disclosed to persons outside the team which 

provided their care; 
 
ii.  of the purpose and extent of the disclosure, for example to produce 

anonymised data for use in education, administration, research or an 
audit; 

 
iii.  that the person given access to records will be subject to a duty of 

confidentiality;  and 
 
iv.  that they have a right to object to such a process and that their objection 

will be respected, except where the disclosure is essential to protect the 
patient, or someone else, from risk of death or serious harm. 

 
c. Where you have control of personal information about patients, you must not 

allow anyone access to that information for the purposes of the kind set out in 
paragraph 4.2.2.a., unless the person has been properly trained and authorised 
by the health authority, a health care provider trust or comparable body and is 
subject to a duty of confidentiality in their employment or because of their 
registration with a statutory regulatory body. 

 
4.2.3 Disclosures in the public interest 
 

a. In cases where you have considered all the available means of obtaining 
consent, but you are satisfied that it is not practicable to do so, or that patients 
are not competent to give consent, or exceptionally, in cases where patients 
withhold consent, personal information may be disclosed in the public interest 
where the benefits to an individual or to society of the disclosure outweigh the 
public and the patient's interest in keeping the information confidential. 

 
b. In all such cases you must weigh the possible harm (both to the patient, and the 

overall trust between practitioners and patients) against the benefits which are 
likely to arise from the release of information. 

 
c. Ultimately, the 'public interest' can be determined only by the courts, but the 

Medical and Dental Professions Board may also require you to justify your 
actions if a complaint is received about the disclosure of personal information 
without a patient's consent. 

 
 

5. PUTTING THE PRINCIPLES INTO PRACTICE 
 
The remainder of this booklet deals with circumstances in which doctors, dentists and medical 
scientists are most frequently asked to disclose information, and provides advice on how the 
principles in section 4 should be applied. 
 
5.1 DISCLOSURES WHICH BENEFIT PATIENTS INDIRECTLY 
 
5.1.1 Monitoring public health and the safety of medicines and devices 
 

a. Professional organisations and Government regulatory bodies which monitor the 
public health or the safety of medicines or devices, as well as registries of 
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notifiable conditions, rely on information from patients' records for their 
effectiveness in safeguarding public health. For example, the effectiveness of the 
system of notifiable conditions depends on information provided by clinicians. 
You must co-operate by providing relevant information wherever possible. The 
notification of some communicable diseases is required by law and in other cases 
you should provide information in anonymised form, wherever that would be 
sufficient. 

 
b. Where personal information is needed, you should seek express consent before 

disclosing information, whenever that is practicable. For example, where patients 
are receiving treatment there will usually be an opportunity for a health care 
professional to discuss disclosure of information with them. 

 
c. Personal information may sometimes be sought about patients with whom health 

care professionals are not in regular contact. Practitioners should therefore make 
sure that patients are given information about the possible value of their data in 
protecting public health in the longer-term, at the initial consultation or at another 
suitable occasion when they attend a surgery or clinic. Patients should be given 
the information set out in paragraph 4.2.2.b.  It should be clear that they may 
object to disclosures at any point. You must record any objections so that 
patients' wishes can be respected. In such cases, you may pass on anonymised 
information if asked to do so. 

 
d. Where patients have not expressed an objection, you should assess the likely 

benefit of the disclosure to the public and commitment to confidentiality of the 
organisation requesting the information. If there is little or no evident public 
benefit, you should not disclose information without the express consent of the 
patient. 

 
e. Where it is not practicable to seek patients' consent for disclosure of personal 

information for these purposes, or where patients are not competent to give 
consent, you must consider whether disclosures would be justified in the public 
interest, by weighing the benefits to public health of the disclosure against the 
possible detriment to the patient. 

 
f. The automatic transfer of personal information to a registry, whether by electronic 

or other means, before informing the patient that information will be passed on, is 
unacceptable, save in the most exceptional circumstances. These would be 
where a court has already decided that there is such an overwhelming public 
interest in the disclosure of information to a registry that patients' rights to 
confidentiality are overridden; or where you are willing and able to justify the 
disclosure, potentially before a court or to the Board, on the same grounds. 

 
5.1.2 Clinical audit and education 
 

Anonymised data will usually be sufficient for clinical audit and for education. When 
anonymising records, you should follow the guidance on obtaining consent in paragraph 
4.2.2 above. You should not disclose non-anonymised data for clinical audit or education 
without the patient's consent. 

 
5.1.3 Administration and financial audit 
 

a. You should record financial or other administrative data separately from clinical 
information and provide it in anonymised form wherever that is possible. 
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b. Decisions about the disclosure of clinical records for administrative or financial 
audit purposes, for example where medical scheme staff seek access to patients' 
records as part of the arrangements for medical benefit payments, are unlikely to 
bring your registration into question, provided that, before allowing access to 
patients' records, you follow the guidance in paragraph 4.2.2. Only the relevant 
part of the record should be made available for scrutiny. 

 
5.1.4 Medical research 
 

Where research projects depend on using identifiable information or samples, and it is not 
practicable to contact patients to seek their consent, this fact should be drawn to the 
attention of a research ethics committee so that it can consider whether the likely benefits 
of the research outweigh the loss of confidentiality. Disclosures may otherwise be 
improper, even if the recipients of the information are registered practitioners. The 
decision of a research ethics committee would be taken into account by a court if a claim 
for breach of confidentiality were made, but the court's judgement would be based on its 
own assessment of whether the public interest was served. 

 
5.1.5 Publication of case-histories and photographs 
 

You must obtain express consent from patients before publishing personal information 
about them as individuals in media to which the public has access, for example in journals 
or text books, whether or not you believe the patient can be identified. Express consent 
must, therefore, be sought to the publication of, for example case-histories about or 
photographs of patients. Where you wish to publish information about a patient who has 
died, you should take into account the guidance in paragraph 5.5 before deciding whether 
or not to do so. 

 
5.2 DISCLOSURES WHERE DOCTORS HAVE DUAL RESPONSIBILITIES 
 
5.2.1 Situations arise where practitioners have contractual obligations to third parties, such as 

companies or organisations, as well as obligations to patients. Such situations occur, for 
example when practitioners - 

 
a. provide occupational health services or medical care for employees of a company 

or organisation; 
 
b.  are employed by an organisation such as an insurance company; 
 
c. work for an agency assessing claims for benefits; 
 
d.  provide medical care to patients and are subsequently asked to provide medical 

reports or information for third parties about them; 
 
e.  work as police surgeons; 
 
f.  work in the armed forces; 
 
g.  work in the prison service. 

 
5.2.2 If you are asked to write a report about and/or examine a patient, or to disclose 

information from existing records for a third party to whom you have contractual 
obligations, you must - 
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a. be satisfied that the patient has been told at the earliest opportunity about the 
purpose of the examination and/or disclosure, the extent of the information to be 
disclosed and the fact that relevant information cannot be concealed or withheld. 
You might wish to show the form to the patient before you complete it to ensure 
the patient understands the scope of the information requested; 

 
b. obtain, or have seen, written consent to the disclosure from the patient or a 

person properly authorised to act on the patient's behalf. You may, however, 
accept written assurances from an officer of a Government department that the 
patient's written consent has been given; 

 
c. disclose only information relevant to the request for disclosure:  Accordingly, you 

should not usually disclose the whole record. However, the full record may be 
relevant to some benefits paid by Government departments; 

 
d.  include only factual information you can substantiate, presented in an unbiased 

manner; 
 
e.  patients may wish to see reports written about them before they are disclosed in 

some circumstances. In all circumstances, you should check whether patients 
wish to see their report, unless patients have clearly and specifically stated that 
they do not wish to do so. 

 
5.2.3 Disclosures without consent to employers, insurance companies, or any other third party, 

can be justified only in exceptional circumstances, for example when they are necessary 
to protect others from risk of death or serious harm. 

 
5.3 DISCLOSURES TO PROTECT THE PATIENT OR OTHERS 
 
5.3.1 Disclosure of personal information without consent may be justified where failure to do so 

may expose the patient or others to risk or death or serious harm. Where third parties are 
exposed to a risk so serious that it outweighs the patient's privacy interest, you should 
seek consent to disclosure where practicable. If it is not practicable, you should disclose 
information promptly to an appropriate person or authority. You should generally inform 
the patient before disclosing the information. 

 
5.3.2 Such circumstances may arise, for example - 
 

a.  where a colleague, who is also a patient, is placing patients at risk as a result of 
illness or other medical conditions. If you are in doubt about whether disclosure is 
justified you should consult an experienced colleague, or seek advice from a 
professional organisation. The safety of patients must come first at all times; 

 
b.  where a patient continues to drive, against medical advice, when unfit to do so. In 

such circumstances you should disclose relevant information to the medical 
adviser of the driver and vehicle licensing agency without delay; 

 
c.  where a disclosure may assist in the prevention or detection of a serious crime. 

Serious crimes, in this context, will put someone at risk of death or serious harm, 
and will usually be crimes against the person, such as abuse of children. 

 
5.4 CHILDREN AND OTHER PATIENTS WHO MAY LACK COMPETENCE TO GIVE 

CONSENT 
 
5.4.1 Problems may arise if you consider that a patient is incapable of giving consent to 

treatment or disclosure because of immaturity, illness or mental incapacity. If such 
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patients ask you not to disclose information to a third party, you should try to persuade 
them to allow an appropriate person to be involved in the consultation. If they refuse and 
you are convinced that it is essential, in their medical interests, you may disclose relevant 
information to an appropriate person or authority. In such cases you must tell the patient 
before disclosing any information, and, where appropriate, seek and carefully consider the 
views of an advocate or carer. You should document in the patient's record the steps you 
have taken to obtain consent and the reasons for deciding to disclose information. 

 
5.4.2 If you believe a patient to be a victim of neglect or physical, sexual or emotional abuse 

and that the patient cannot give or withhold consent to disclosure, you should give 
information promptly to an appropriate responsible person or statutory agency, where you 
believe that the disclosure is in the patient's best interests. You should usually inform the 
patient that you intend to disclose the information before doing so. Such circumstances 
may arise in relation to children, where concerns about possible abuse need to be shared 
with other agencies such as social services. Where appropriate, you should inform those 
with parental responsibility about the disclosure. If, for any reason, you believe that 
disclosure of information is not in the best interests of an abused or neglected patient, you 
must still be prepared to justify your decision. 

 
5.5 DISCLOSURE AFTER A PATIENT'S DEATH 
 
5.5.1 You still have an obligation to keep personal information confidential after a patient dies. 

The extent to which confidential information may be disclosed after a patient's death will 
depend on the circumstances. These include the nature of the information, whether that 
information is already public knowledge or can be anonymised, and the intended use to 
which the information will be put. You should also consider whether the disclosure of 
information may cause distress to, or be of benefit to, the patient's partner or family. 

 
5.5.2 There are a number of circumstances in which you may be asked to disclose, or wish to 

use, information about patients who have died, namely - 
 

a.  to assist in connection with an inquest or fatal accident inquiry. In these 
circumstances, you should provide relevant information; 

 
b.  as part of any clinical audit or for education or research. The publication of 

properly anonymised case studies would be unlikely to be improper in these 
contexts; 

 
c.  on death certificates. The law requires you to complete death certificates honestly 

and fully; 
 
d.  to obtain information relating to public health surveillance. Anonymised 

information should be used, unless identifiable data is essential to the study. 
 
5.5.3 Particular difficulties may arise when there is a conflict of interest between parties affected 

by the patient's death. For example, if an insurance company seeks information in order to 
decide whether to make a payment under a life assurance policy, you should release 
information in accordance with the requirements of or with the authorisation of those 
lawfully entitled to deal with the person's estate who have been fully informed of the 
consequences of disclosure. It may also be appropriate to inform those close to the 
patient. 
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6. DISCLOSURE IN CONNECTION WITH JUDICIAL OR OTHER STATUTORY 

PROCEEDINGS 
 
6.1 You must disclose information to satisfy a specific statutory requirement, such as 

notification of a known or suspected communicable disease. 
 
6.2 You must also disclose information if ordered to do so by a judge or presiding officer of a 

court. You should object to the judge or the presiding officer if attempts are made to 
compel you to disclose what appear to you to be irrelevant matters, for example matters 
relating to relatives or partners of the patient, who are not parties to the proceedings. 

 
6.3 You should not disclose personal information to a third party such as a lawyer, police 

officer or officer of a court without the patient's express consent, except in the 
circumstances described in paragraphs 5.3, 5.4.2 and 5.5.2. 

 
6.4 You may disclose personal information in response to an official request from a statutory 

regulatory body for any of the health care professions, where that body determines that 
this is necessary in the interests of justice and for the safety of other patients. Wherever 
practicable you should discuss this with the patient. There may be exceptional cases 
where, even though the patient objects, disclosure is justified. 

 
6.5 If you decide to disclose confidential information you must be prepared to explain 

and justify your decision. 
 
 
7. ELECTRONIC PROCESSING OF INFORMATION 
 
7.1 You must be satisfied that there are appropriate arrangements for the security of personal 

information when it is stored, sent or received by fax, computer, e-mail or other electronic 
means. 

 
7.2 If necessary, you should take appropriate authoritative professional advice on how to keep 

information secure before connecting to a network. You should record the fact that you 
have taken such advice. 

 
7.3 You must make sure that your own fax machine and computer terminals are in secure 

areas. If you send data by fax, you should satisfy yourself, as far as is practicable, that the 
data cannot be intercepted or seen by anyone other than the intended recipient. 

 
7.4 When deciding whether and in what form to transmit personal information, you should 

note that information sent by e-mail through the internet may be intercepted. 
 
 
8. DISCLOSURE OF INFORMATION ABOUT PATIENTS TO DRIVER AND VEHICLE 

LICENSING AGENCIES  
 
8.1 The driver and vehicle licensing authorities are legally responsible for deciding if a person 

is medically unfit to drive. These agencies need to know when driving license holders 
have a condition which may now, or in the future, affect their safety as a driver. 

 
8.2 Therefore, where patients have such conditions you should - 
 

a. make sure that patients understand that the condition may impair their ability to 
drive. If a patient is incapable of understanding this advice, for example because 
of dementia, you should inform the said authorities immediately; 
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b.  explain to patients that they have a legal duty to inform the authorities about the 

condition. 
 
8.3  If patients refuse to accept the diagnosis or the effect of the condition on their ability to 

drive, you can suggest that such patients seek a second opinion and make appropriate 
arrangements for the patients to do so. You should advise patients not to drive until the 
second opinion has been obtained. 

 
8.4 If patients continue to drive when they are not fit to do so, you should make every 

reasonable effort to persuade them to stop. This may include telling their next of kin. 
 
8.5 If you do not manage to persuade patients to stop driving, or you are given or find 

evidence that a patient is continuing to drive contrary to advice, you should disclose 
relevant medical information immediately, in confidence, to the medical adviser at the said 
authority. 

 
8.6 Before giving information to the driver and vehicle licensing authority, you should try to 

inform the patient of your decision to do so. Once the authority has been informed, you 
should also write to the patient, to confirm that a disclosure has been made. 

 
 
9. FREQUENTLY ASKED QUESTIONS 
 

Deciding whether to disclose information is often difficult. Our guidance sets out the 
principles which you should follow. The notes which follow, explain how those principles 
apply in circumstances which practitioners often meet or find hard to deal with. 

 
9.1 My health authority wants to conduct a post-payment verification for claims I've 

made. Can I give them free access to the records? 
 
9.1.1 Some disclosures, for example to the police or employers, may cause significant harm or 

distress to patients, but others, such as disclosures for audit or planning, are unlikely to 
affect patients. In these cases consent based on the patients' understanding and 
acceptance of the disclosure will be sufficient. 

 
9.1.2 It is good practice to tell patients how their records might be used to help the running of 

the health service or the development of medical care. You should make sure patients 
know they have a right to object to such disclosures and provide clear instructions about 
how they can do so. You can do this by providing leaflets for those attending the surgery, 
clinic or hospital; discussing the issues at a suitable consultation or at clinics or when new 
patients join a practice or attend a hospital for the first time; or by writing to your patients. 

 
9.1.3 Where a health authority asks for access to your records for audit purposes, you should - 
 

a. review whether you have already given patients information about the use of 
records for audit and administration, and about their right to object;  

 
b. identify any patients who have expressed objections;  
 
c. if you are not satisfied that patients have had this information, ask your health 

authority whether the patients whose records will be checked have been 
identified, and if so whether the authority has asked their permission to look at 
the records. If not, ask the health authority to do so, or contact the patients 
yourself and ask whether they object to their records being examined.  
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9.1.4 When an audit takes place - 
 

a. make sure that you disclose only the minimum information necessary for the 
audit;  

 
b. check with the health authority that staff have had training in confidentiality and 

have a contractual or professional duty to respect patients' privacy.  
 
9.2 A patient of mine suffers from a serious mental illness. He is often erratic and 

unstable. I know that he drives, although I have warned him that it is unsafe for him 
to do so. He insists that his illness does not affect his judgment as a driver. Should 
I tell the driver and licensing authority?  

 
If you think the patient may be a danger to himself or others when driving and you cannot 
persuade him to stop driving or to inform the authority himself, then you should disclose 
the information to a medical adviser of that authority . You should let the patient know of 
your decision. 

 
9.3 I work with sex offenders who are transferred from prison to hospital during their 

custodial sentence. A patient has recently been discharged, but I know he does not 
intend to register his new address with the police, as he is required to do by law. 
Should I tell the police he has been discharged?  

 
9.3.1 The Criminal Procedures Act , (Act No. 197) requires the offender to register his name 

and address with the police. However, disclosures without consent are justified when a 
failure to disclose information may put the patient, or someone else, at risk of death or 
serious harm. 

 
9.3.2 If you believe that the patient poses a risk to others, and you have good reason to believe 

that he does not intend to notify the police of his address, then disclosure of the patient's 
discharge would be justified. 

 
9.4 Sometimes administrative staff in my practice need access to patients' records. At 

present they can call up the whole record on screen. Is that permissible?  
 

It is best practice to ensure that administrative staff have immediate access to information 
only on a need to know basis. When using computerised records, make sure that 
administrative data, such as names and addresses, can be accessed separately from 
clinical information so that sensitive data is not automatically displayed. This will also help 
to reduce the risk of accidental breaches of confidentiality in reception areas or other 
areas to which patients have access. In addition, all staff who have access to clinical 
information must have a full understanding of their duty of confidentiality, and understand 
their responsibilities. Make sure new staff receive proper training. 
 

9.5 A child in my practice has recently been taken to hospital suffering serious injuries 
from abuse. His father is now being prosecuted. I've been asked to provide 
information about the child and her family for a Children’s Court inquiry. I'm the GP 
to the child's father and he won't give consent to the release of information, what 
should I do?  

 
This inquiry is intended to identify why the child has been seriously harmed, to learn 
lessons from mistakes and to improve systems and services for children and their 
families. The overall purpose is to protect children from a risk of serious harm. You should 
therefore co-operate with requests for information, even where the child's family does not 
consent, or if it is not practicable to ask for their consent. Exceptionally, you may see a 
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good reason not to disclose information; in such cases you should be prepared to explain 
your decision to the Board. 
 

9.6 A patient of mine is a doctor; I am concerned that he has a drinking problem which 
could affect his judgment. It has taken me a long time to get him to admit to any 
problems, and if I disclose the information to his employer or to the Board now, he 
will probably deny everything and find another doctor. What should I do? 

 
This patient has the same right to good care and to confidentiality as other patients. But, 
there are times when the safety of others must take precedence. If you are concerned that 
his problems mean that he is an immediate danger to his own patients, you must tell his 
employing authority or the Board straight away. If you think the problem is currently under 
control, you must encourage him to seek help locally from counselling services. You must 
monitor his condition and ensure that, if the position deteriorates, you take immediate 
action to protect the patients in his care. 
 
 

10. CONFIDENTIALITY: KEY PRINCIPLES 
 

Confidentiality is central to trust between doctors and patients. Without assurances about 
confidentiality, patients may be reluctant to give doctors the information they need in order 
to provide good care. If you are asked to provide information about patients you should - 
 
a. seek patients' consent to disclosure of information wherever possible, whether or 

not you judge that patients can be identified from the disclosure;  
 
b. anonymise data where unidentifiable data will serve the purpose;  
 
c. keep disclosures to the minimum necessary.  
 
 

 
 



 

 



 

 

 
Ethical guidelines for good practice in medicine, dentistry and the 

medical sciences 
 
 
 
The Medical and Dental Professions Board of the Health Professions Council of South Africa has 
embarked on a project to bring together ethical and professional guidelines for doctors (medical 
practitioners), dentists, and medical scientists. The following Booklets are separately available: 
 
 
 
Booklet 1: General ethical guidelines for doctors, dentists and medical scientists 

Booklet 2: General ethical guidelines for health researchers 

Booklet 3: Ethical and professional rules of the Medical and Dental Professions Board 

Booklet 4: Professional self-development 

Booklet 5: Guidelines for making professional services known 

Booklet 6: Guidelines for the management of health care waste 

Booklet 7: Policy statement on perverse incentives 

Booklet 8: Guidelines for the management of patients with HIV infection or AIDS 

Booklet 9: Guidelines on research and clinical trials involving human subjects 

Booklet 10 Research, development and use of the chemical, biological and nuclear 

capabilities of the State 

Booklet 11 Guidelines on keeping of patient records 

Booklet 12 Canvassing of patients abroad 

Booklet 13 National Patients’ Rights Charter 

Booklet 14: Confidentiality:  Protecting and providing information 

Booklet 15: Seeking patients’ consent:  The ethical considerations 
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